
Tips to Help Avoid Coronavirus-related   Scams

As the Coronavirus (COVID-19) epidemic continues to escalate, cyber criminals are taking advantage of 
opportunities to steal personal and financial information while people are frightened and most vulnerable.  Many 
of these instances are new iterations of common phishing and malware scams, where fraudsters may send emails 
with malicious attachments or links to fraudulent websites to trick victims into revealing sensitive information or 
donating to fraudulent charities or causes. Fraudsters may use phone calls (vishing) and texts (smishing) to try to 
trick you as well.   

What to look out for

Be extra vigilant when receiving emails, phone calls and texts offering vaccines or treatments, medical testing or 
alerts about critical supply shortages. Fraudsters are also spoofing the World Health Organization (WHO), 
Centers for Disease Control and Prevention (CDC) or other similar medical, charitable and government 
organizations. These messages can be highly convincing, as cyber criminals often use professional “phishing kits” 
that perfectly match the logo, website and email formats of legitimate organizations.

If you do receive unsolicited phone calls, emails or text messages asking you to share personal, financial or 
account information, verify the request using an alternative method before taking any action. Locate the entity’s 
phone number from a trusted source, such as their secure website or a recent bill or statement, or the back of your 
credit or debit card if the caller is purporting to be from your bank. Use that phone number to call back to verify 
that the caller and the reason for the call are legitimate.

What you can do to help protect yourself

Tips for emails:
Look closely at the sender’s email address and domain. Check for misspellings and inconsistencies between 
the "Sender" name and "From" email address or domain name—or if the email originates from a non-
corporate email address (ex. Gmail)

Beware of demands for personal or financial information, especially those with a sense of urgency. 

Be extra cautious before clicking any links in the email. You can preview links to see where they go by 
hovering your mouse over the link without clicking on it. It will display the real website address.

Pay attention to links and web addresses as a spoofed website can be similar to a recognized entity, but 
are off by one or two characters. Do not assume it is legitimate because it displays a corporate logo.

Do not open attachments from sources you do not recognize

If you receive a suspicious email claiming to be from Huntington, please let us know by forwarding the email 
to ReportFraud@huntington.com.
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1 The Monitoring Services are optional and are not available with all accounts. Enrollment requires agreement to the Services' 
Terms & Conditions, which include important legal terms that a customer should read carefully before deciding to enroll.

The information provided in this document is intended solely for general informational purposes and is provided with the 
understanding that neither Huntington, its affiliates nor any other party is engaging in rendering tax, financial, legal, technical or 
other professional advice or services or endorsing any third-party product or service. Any use of this information should be done 
only in consultation with a qualified and licensed professional who can take into account all relevant factors and desired 
outcomes in the context of the facts surrounding your particular circumstances. The information in this document was developed 
with reasonable care and attention. However, it is possible that some of the information is incomplete, incorrect, or inapplicable 
to particular circumstances or conditions. NEITHER HUNTINGTON NOR ITS AFFILIATES SHALL HAVE LIABILITY FOR ANY 
DAMAGES, LOSSES, COSTS OR EXPENSES (DIRECT, CONSEQUENTIAL, SPECIAL, INDIRECT OR OTHERWISE) RESULTING 
FROM USING, RELYING ON OR ACTING UPON INFORMATION IN THIS DOCUMENT EVEN IF HUNTINGTON AND/OR ITS 
AFFILIATES HAVE BEEN ADVISED OF OR FORESEEN THE POSSIBILITY OF SUCH DAMAGES, LOSSES, COSTS OR EXPENSES.

Third-party product, service and business names are trademarks and/or service marks of their respective owners.

The Huntington National Bank is Member FDIC. ⬢®, Huntington® and ⬢ Huntington. Welcome.® are federally registered service 
marks of Huntington Bancshares Incorporated. ©2020 Huntington Bancshares Incorporated.
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How Huntington can help
Certain Huntington checking accounts include access to credit score and/or identity monitoring1 at no 
added cost. Learn more about these services and how to enroll at huntington.com/help-protect-yourself.

Visit huntington.com/Security for more tips on protecting yourself and to learn more about how we help 
protect your privacy and keep your information secure.

If you think you may be a victim of fraud related to your Huntington credit or debit card, or your card has 
been lost or stolen, please let us know right away at (800) 480-2265.

Ignore telephone numbers that are in a strange or unexpected format, or are from an unfamiliar location.

Even if the call is from a recognized entity, remember that scammers sometimes utilize Voice over IP (VoIP) 
features, such as caller ID spoofing and automated systems, to help mask where the call is coming from. 

If you receive an unsolicited call, before providing any personal or financial information, tell the caller you 
will call them back and use the verification method described above to confirm the caller and the reason for 
the call is legitimate.

Tips for phone calls:

Avoid clickingng links in unsolicited text messages from unknown numbers.

Do not direct dial any phone numbers listed in unsolicited text messages from unknown numbers.

If a text message requests for personal or account information, do not respond. Use the verification method 
described above to confirm the requester and the reason for the request is legitimate.

Be wary of messages that offer you free or scarce items or demand an urgent response. If it seems to good 
to be true, it usually is.

• 

• 

• 

• 

• 

• 

Tips for text messages:
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