

Cyber Risk.
Are You Protected?
PRACTICAL INSIGHTS FROM HUNTINGTON
WannaCry and Spectre. Equifax
and Yahoo. For every cybersecurity
attack and data breach that becomes
infamous enough to be known by
a single word, there are hundreds
more that never make the news.
Cybercrime is happening every day at
businesses of all sizes.
“Every CFO of a mid-sized company is
also now a Chief Technology Officer,
whether they like it or not,” said
Ben VanVlerah, commercial region
manager at Huntington. “CFOs have
to understand aspects of technology,
including cyber risk†.”
In this report, we share an overview
of some of the most common
cybersecurity threats, discuss how
much cyberattacks are costing
businesses, and help you begin to
develop a plan to mitigate risk and
help protect your company against
loss when cyberattacks happen.

Cybercrime
continues to
skyrocket.
According to the Ponemon Institute’s
2019 Cost of Cybercrime Study
that evaluated responses from
355 companies in eleven countries,
successful breaches have risen
more than 11%, to an average of
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145
Successful breaches have
risen more than 11%, to
an average of 145 per
company each year ‡.
Source: Ponemon Institute, LLC and
Accenture Security.

145 per company each year ‡. That’s
a staggering 2.8 successful attacks
every week.
As reported in IBM’s 2019 X-Force
Threat Intelligence Index, the most
popular ways organizations are
being left open to attack is by
phishing scams or social engineering,
and through incorrect setup of
business systems, servers, cloud
environments, or overlooking best
password practices. These attacks
are often facilitated by inadvertent
threat actors, who are insiders within
your company who unknowingly
compromise the environment§.
Nearly one-third—29 percent—of
attacks analyzed by IBM involved
compromises via phishing emails.
Of those, 45 percent involved
business email compromise (BEC)

scams§, also known as “CEO fraud”
or whaling attacks. These attacks
use social engineering techniques
to impersonate the identity of a
trusted coworker or vendor via email.
They ultimately attempt to trick an
unsuspecting employee into making
a fraudulent wire transfer or sharing
sensitive data.

Businesses need
better preparation.
Meanwhile, businesses across every
industry are woefully underprepared
to deal with these increasingly
sophisticated attacks.
In a recent article from InsuranceBee,
54% of surveyed businesses have
no plan in place to deal with a cyber
attack¶.
“Imagine a scenario where you have
to suddenly shutdown your systems
for a week because of a cyberattack,”
said Jeff Blendick, senior managing
director, institutional banking, at
Huntington. “What is your plan from a
treasury management perspective?
How would you pay your most
important vendors? What would you
do to make sure your employees get
paid? How will you recover business
operations #?”

One suspected reason for the
disconnect between risk and
response is business leaders often
have what psychologists call
“optimism bias.” This is the tendency
to underestimate the likelihood
that their company will experience
adverse events, even when others are
clearly seeing negative impacts Ұ.

54%
of surveyed
businesses have no
plan in place to deal
with a cyber attack¶.

What does

cyber risk look like?

Add Texas to the growing list of states hit by cyberattacks. On a single
morning in August of 2019, more than 20 cities were hit by a coordinated
ransomware attack. According to the Texas Department of Information
Resources (DIR), most of the attacks were made against small local
governments¥.
Cybersecurity experts from numerous state and federal agencies
responded to the attacks, including the DIR, the Department of Homeland
Security, the F.B.I. and the Federal Emergency Management Agency.
With an emergency response plan in already place, it was activated within
hours the attack. Teams were dispatched to the most critically impacted
sites to eradicate the malware and assess the impact on systems. It took
a full week for business-critical services to be restored.
The identity of the attacker(s) has not been revealed, and it remains
unclear the amount of ransom demanded and whether ransom was paid.

Source: InsuranceBee

Ultimately, many small business
owners feel they are not a target.
According to data from Jungle Disk,
small business owners are reporting
that they don’t feel “on the radar” or
at risk of malicious attacks because
hackers only care about “the big guys,”
not the small mom and pop shops Ұ.
However, this assumption may not
be well-founded. Verizon reports in

a recent study that 43 percent of
breaches involved small business
victims≠. And regardless of company
size, Jungle Disk data reveals that 43
percent of companies with a major
data loss go out of business Ұ.
People are going to retain their
optimism, regardless of the facts on
cybersecurity, the likelihood of being
hacked, the ways they can be hacked,
or the lasting influences an attack can
have on their business Ɫ .

Even businesses who have a formal
plan to deal with a cyber attack,
need to help protect their business
by increasing spending on securityrelated hardware, software, and
services. An encouraging sign is that
worldwide spending on these tools
will be $106.6 billion in 2019, an
increase of 10.7% over 2018 Ⱡ . As
threats continue to rise, a correlation
in spending from businesses is to be
expected.

Tips for Helping to Protect Your Business
what you can do today
to help prevent attacks:

what you can do to
recover if impacted:

1. B
 ackup your data and update
and patch systems

1. Isolate the infected systems
and phase your return to
operations

2. M
 ake sure your security
solutions are up to date
3. R
 eview and exercise your
incident response plan
4. P
 ay attention to ransomware
events and apply lessons
learned

2. Review the connections of any
business relationships that
touch your network
3. Apply business impact
assessment findings to
prioritize recovery

what you can do to help
secure your environment
in the future:
1. Segment your networks
2. Develop containment
strategies
3. Review disaster recovery
procedures and validate goals
with executives

Source: The Cybersecurity and Infrastructure Security Agency (CISA) Π.
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As well, companies often ignore
employee training, which many
experts say can be the best defense
for the money.
“It often comes down to human error,”
said William Carlin, insurance product
specialist at Huntington Insurance,
Inc. “All it takes is one employee to
click on a link or mistakenly get duped
into making a wire transfer. With one
mistake, criminals can get through
prevention measures no matter how
good they areΩ .”

43%
of breaches analyzed
involved small business
victims≠.
Source: Verizon.

Your Business
Can Be Affected

An accounting employee at a
large automotive business fell
for a business email compromise
(BEC) scam. The employee
was fooled into making a large
external fund transfer, which
ultimately cost the company over
$35 million dollars.
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Costly impacts of
cybercrime.
Without a sound plan or adequate
safeguards to thwart attacks,
companies can experience massive
losses. The 2019 Cost of Cybercrime
Study found that in those surveyed,
the total average cost of cybercrime
attacks for an organization totals
$13 million per year ‡.
German insurance and investment
provider Allianz estimates the
aggregate total of annual losses
associated with cybercrime in the
United States at $108 billion††. That’s
almost as much as the estimated
$125 billion in damage caused by
Hurricane Harvey—the secondmost costly hurricane in U.S. history
according to NOAA National Centers
for Environmental Information ‡‡.

“Businesses may not realize that even
the cost of a forensic investigation
can cost six figures,” said Ashley
Bauer, marketing manager at
Huntington Insurance, Inc§§ .
While the cost of cybercrime varies
across industries and company size,
smaller companies often pay the
ultimate price when they are forced
to close operations due to financial
hardship or damaged reputation.

Cfos must engage.
As risk-management leaders within
an organization, CFOs and Treasurers
must work with their boards of
directors, IT business unit leaders
and financial institutions to protect
corporate data and systems without
handcuffing the technologies that
improve speed, efficiency and
connectivity of their operation.

Avoid unnecessary costs by seeing the impacts
it can have on your business, big or small.

The president of a mid-size
energy firm was persuaded by
the supposed CEO of an overseas
parent company to wire $200K
to a foreign bank account. The
president was tricked into it by
the method of deepfake audio, a
technology that can reproduce
someone’s voice.

An employee at a small
machinery business downloaded
ransomware onto the network
of a public entity. Hackers used
the employee credentials to gain
access to systems and used their
ransomware to encrypt many
systems throughout the business.
This ransomware incident cost
the business over $12K.

“Cybersecurity should be viewed
in conjunction with an overall
business continuity strategy, and
your financial institution should
be helping your business operate
and be successful,” said Don Boian,
cybersecurity outreach director at
Huntington¶ ¶.
Huntington serves both as a
strategic resource to help businesses
approach risk and as a provider
of secure financial management
solutions. For example, Huntington
offers a suite of treasury
management products designed to
help guard against both paper and
electronic payments fraud.
In addition, Cyber Liability Insurance
is offered through Huntington
Insurance, Inc. By offering insurance
coverage in addition to standard
financial services, Huntington
offers a more comprehensive and
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$108 billion
Estimated annual
losses associated
with cybercrime in the
United States†.
Source: Allianz Global Corporate &
Specialty

convenient way to help businesses
protect themselves against the
negative impacts of cyber risk.
“There is no one-size-fits-all cyber
policy,” said Carlin. “Some have better
business interruption coverage,
others have good third-party liability
coverage. We get into those details
to help clients find the match for
their needs. Sometimes that means
several different policiesΩ .”

For businesses that need to upgrade
technology or replace aging IT
infrastructure that is vulnerable to
attack, Huntington has a variety of
financing options.
“I think that soon companies will
realize that a cyberattack is
going to happen,” said Bauer. “We
can’t outspend the criminals to
entirely prevent it. It’s best to be
resilient when it happens. Contain it.
Respond to it. Move on. So it’s not a
detrimental or catastrophic event. It
just becomes another cost of doing
business§§.”
Huntington recommends conducting
a risk assessment to determine what
products and services would benefit
your company.
Talk to a local Huntington banker
about helping to manage and
mitigate the impact of cybercrimes
on your company.

About Huntington
Huntington Bancshares Incorporated is a regional bank holding company headquartered in Columbus, Ohio,
with $108 billion of assets and a network of 868 full-service branches, including 12 Private Client Group
offices, and 1,687 ATMs across seven Midwestern states. Founded in 1866, The Huntington National Bank
and its affiliates provide consumer, small business, commercial, treasury management, wealth management,
brokerage, trust, and insurance services. Huntington also provides vehicle finance, equipment finance,
national settlement, and capital market services that extend beyond its core states.
Visit huntington.com for more information.
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The information provided in this document is intended solely for general informational purposes and is provided with the
understanding that neither Huntington, its affiliates nor any other party is engaging in rendering financial, legal, technical or other
professional advice or services, or endorsing any third-party product or service. Any use of this information should be done only in
consultation with a qualified and licensed professional who can take into account all relevant factors and desired outcomes in the
context of the facts surrounding your particular circumstances. The information in this document was developed with reasonable
care and attention. However, it is possible that some of the information is incomplete, incorrect, or inapplicable to particular
circumstances or conditions. NEITHER HUNTINGTON NOR ITS AFFILIATES SHALL HAVE LIABILITY FOR ANY DAMAGES, LOSSES,
COSTS OR EXPENSES (DIRECT, CONSEQUENTIAL, SPECIAL, INDIRECT OR OTHERWISE) RESULTING FROM USING, RELYING ON
OR ACTING UPON INFORMATION IN THIS DOCUMENT EVEN IF HUNTINGTON AND/OR ITS AFFILIATES HAVE BEEN ADVISED OF
OR FORESEEN THE POSSIBILITY OF SUCH DAMAGES, LOSSES, COSTS OR EXPENSES.
Investment, Insurance and Non-Deposit Trust products are:
NOT A DEPOSIT ⚫ NOT FDIC-INSURED ⚫ NOT GUARANTEED BY THE BANK ⚫ NOT INSURED BY ANY FEDERAL GOVERNMENT
AGENCY ⚫ MAY LOSE VALUE
Insurance products are offered by Huntington Insurance, Inc., a subsidiary of Huntington Bancshares Incorporated, and
underwritten by third-party insurance carriers not affiliated with Huntington Insurance, Inc.
Cyber Liability Insurance is provided by Huntington Insurance, Inc. and financial services are provided by Huntington National Bank.
Subject to credit application and approval.
 T
 he Huntington National Bank is an Equal Housing Lender and Member FDIC. ®, Huntington® and
Huntington® are
federally registered service marks of Huntington Bancshares Incorporated. © 2020 Huntington Bancshares Incorporated.
Third-party product, service, and business names are trademarks and/or service marks of their respective owners.
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